Growing Up in the 2020s:

Internet Use Study

Android download instructions

7/

Thank you very much for agreeing to take
part in the Internet Use Study.

Full instructions on how to install and use the
App on your Android smartphone or tablet
can be found in this document.

If you would like to print this document to
follow along while installing, we suggest
printing in black and white or greyscale.
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Thank you for taking part in the Growing Up in the 2020s
Internet Use Study.

This installation guide will help you get the Ipsos Medialink app set up and running
on your Android smartphone / tablet so that we can start collecting data about
young people’s internet use.

Please get in touch with our helpline if you have any
questions regarding the download process:

@ via email at
growingup2020s@ipsos.com

or call

-
) 0800 182 2137

Please note that by downloading and @
installing this App you are agreeing to the

Ipsos terms of use that have been

previously shared with you

: rowin @ M
]24-015523 / ANDRD Gro inthe§°205


https://irispanel.ipsos.com/terms
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These instructions/images may vary depending on the device model you
are using.

This installation will take a few minutes to complete so please do take
the time to complete each step in this guide to get the best experience.

You may need to ask your parent to approve when you download the
app

Step #1

Click on the link in the email / text message we send you. This will open Google
Play Store on the ‘Ipsos MediaLink’ page:

* Please tap ‘Install’ — the app will begin to download & install.

<  Google Play Q

Ipsos MediaLink
/ AppDev Ipsos

* Once installed, tap ‘Open’

< Google Play Q

Ipsos Medialink
/ AppDev Ipsos

Ipsos MediaLink will attempt to sign you in automatically and may show
‘Configuring’, please kindly wait for a few seconds to for this to complete.

Configuring E
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Step #2
App Terms & Conditions / Privacy

Ipsos MediaLink

Polic
—x TERMS & CONDITIONS PRIVACY POLICY

Please read and accept the Terms & e cucuyc S ,

‘e
Conditions s

tayou must abide by these Terms and Conditions. We sesore the right to amend or change these Terms
and Conditions, 5o please ensure you read them regular

Participation to the study:

s restricted 1o the below, who are also residents in the United Kingdom:
o Chidren who are aged 812

© Must access the internet at least once a week on a smartphone and/or tablet and/or
PChaptop.

« Ipsos reserves the right to refuse any participant andior terminate participant without giving a
reason

« Participation is voluntary and you, or your chikd, can choose to leave the study at any point

You will NOT be eligible to join the online behaviours study i

© You, or any of your immediate family members, are employees of Ipsos o thei respective
parent companies, subsidiaries, affiiates.

o You have already signed up o the study, this includes signing up twice or more for the
Any dupiicate participants will be excluded from the study and will not be
eligible for any incentives

© You are already a member of another market research panel (with Ipsos o any other
organisation) which involves the installation of a research VPN monitor of using a VPN on
your smartphone, computer o tablet,

o Your child aged 8-12 wil not be eligible for the study if you have not given your permission
for them to participate (as well as them giving permission tao)

To the extent permitted by law., Ipsos shall not be iable for any losses, costs or expenses, (inchuding
mm-u consequential of incidental losses, costs or damages) howsoever caused, arising out of
. your ink app or use of any additional

Ip:os research apps.

Ipsos MediaLink Ipsos MediaLink

Step #3

Setup Guide

These are the steps to setup Ipsos MediaLink

Welcome to Ipsos MedialLink

¢ ] Ipsos MediaLink is a market research tool that collects Setup Data Collection
TaP N eXt 0 n th e specific information about your device and how you use P
it, as defined in your Privacy Policy. We take your privacy

fol I OWi ng two screens and security seriously. Ipsos MediaLink is fully compliant Accessibility Permission

with all regulatory bodies
Install VPN

The following steps will take you through the setup

rocess for the application and VPN. .
P P Install VPN Certificate

NEXT
NEXT
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Enable Accessibility
Service

Accessibility Service

We need special permission from you to access
Android's accessibility service.

* Tap ‘Next’ — this will open MecdiaLInkep ehd switah on Accsaaibity,
the accessibility settings for
your Android smartphone /

SKIP NEXT
tablet
< Accessibility Q < Installed services
. ¢
°
Flnd & ta’P on m Advanced settings Your Phone Companion

Medialink’

,(]'%3 Installed services
&=

P serives Bixby Vision
Note: Some device models © Hbosticcessibily 2 [ osos eciLn
may require you to find
3 . ’
InSta”ed SerVIces or ScrO” < Ipsos MediaLink Allow Ipsos MediaLink to have full
down to Services control of your phone?

o ] e

most apps. It includes these permissions:
® Ta.P once on the toggle to Ipsos MediaLink shortcut @ View and control screen
SWitCh the SerVice to ‘on’ We need you to enable Accessibility Services cisplay cont over o

for Ipsos Medialink and tap e
e Accessibility service is used for analyzing =2
‘OK’ or ‘ALLOW’ on the the applications and websites used on this S Sractuith apbe onvour Eakalt

ind display content over ot
as part of this opt-in market research study. :> w Vi d . i

iew and perform actions

Jsed to track your interacti

device.
ensulng POPUP This may be required for compliance with this Deny
study.

=
E How will Ipsos MediaLink use Accessibility Services? !
I To 'view' apps actively moved into the foreground to understand time |
|
i spent. !
I To 'view' the browser address bar to determine web URL and how sites |
| were accessed. i
|
! I
| |
1 |
! I
L a

We do not under any circumstances modify what you see on your
screen.
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Step #5
Enable the VPN

Connection

¢ 9
Tap ‘Next Install VPN

o Connection request
The Ipsos MediaLink app uses a VPN to record

internet traffic to and from your device. N
¥ Ipsos MedialLink wants to set up a VPN

connection that allows it to monitor

H When you install the VPN, Android will ask you to
YOU WlII now be Prom Pted to trust the app. network traffic. Only accept if you trust

allow PermiSSion for IPSOS gzeckthebox “I trust this application’ and tap the source.

.« 1 ' o+ | f
MediaLink to create a VPN when VEN s sctive.
connection, tap ‘OKC / SKIP NEXT Cancel OK

‘Always Allow’

Step #6

Ipsos MediaLink

Install VPN Certificate

Install VPN Certificate

In order for the VPN to function correctly we have
to install a VPN Certificate.

° ° A
For devices running sk el
default as it is and just tap OK

AndrOid 1 0 or un der While the VPN certificate is on your device,

Android requires that the lock screen is secured
with a PIN (if you don't already have one).

[For deVICCS running AndrOid 11. Skip tO the neXt Page] After you've set the certificate name, Android will

take you through setting up a PIN for the Lock
Screen.

TaP ‘m’ NEXT

Name the certificate

Note: You may at this point be prompted to enter
your lockscreen password/pin — please enter this. s

Credential use

VPN and apps o

You will now receive a prompt to save the Ipsos
MedialLink certificate, please tap ‘OK’ Wi

The issuer of this certi

and from your c

Once you have done this, tap ‘Next’ in the [psos e conns caceniea
MediaLink app and move to Step 8 in this guide. CANCEL oK

ficate may inspect all traffic to
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For devices running
Android 11 only — for other devices, go to next page

On Android 11 devices, users need to:

1. Save the VPN certificate first.
2. Install the CA certificate manually from the Settings menu.

Save VPN Certificate

« Tap ‘Next’, this will open your files app.

Ipsos MediaLink

Save VPN Certificate

In order for the VPN to function correctly we have
to install a VPN Certificate.

When you press Next below, a dialog will ask you
to select a location to save the certificate. You
can leave the default as it is and just tap Save.

SKIP NEXT

« Tap ‘Save’ to save our certificate file (.crt).

Please remember the place you have saved this file (by default, “Downloads”
folder) ~ you will need to find this file in the next step.

= Downloads 4

Downloads

FILES IN DOWNLOADS H

R Ipsos MediaLink
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Install VPN Certificate

Installing the Saved VPN Certificate

You are now ready to install the certificate

When you press Next below, the Settings app will be

You are now required to INSTALL the certificate file
launched. Please navigate to the option to install a CA
that you saved . Certificate, and then select the file you have just saved.

While the VPN certificate is on your device, Android
requires that the lock screen is secured with a PIN. If you
don't already have one then Android will take you through

* Please tap ‘Next’ — this will open your device setting up & PIN fo the Lock Screen.
‘Security’ settings

NEXT

Please use the appropriate settings for your device listed below or alternatively, search
your ‘Settings’ app for “install certificate”.

: ‘Settings’ > ‘Biometrics & Security’ > ‘Other security settings’
> ‘Install from device storage’ > ‘CA Certificate

: ‘Settings’ > ‘Security’ > ‘Encryptions
& credentials/certificates’ > ‘Install from storage/certificate’ > ‘CA
Certificate’.

: ‘Settings’ > ‘Security’ > ‘More Settings’ > ‘Encryptions &
credentials’ > ‘Install from storage’ > ‘CA Certificate'

‘Settings’ > ‘Security & lock screen’ > ‘Encryptions &
credentials’ > ‘Install from SD Card’ > ‘CA Certificate’

‘Settings’ > ‘Password & Security’ > ‘Privacy’ > ‘Encryptions &
credentials’ > ‘Install from storage’ > ‘CA Certificate’

‘Settings’ > ‘Security’ > ‘Credentials Storage’ > ‘Install
certificates from storage
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* Find and tap ‘CA certificate’ (in the following security warning, tap 'Install
anyway’) A

Your privacy is at risk

: CA certificates are used by websites, apps,
< Install from device storage and VPNs for encryption. Only install CA

certificates from organisations you trust.

If you install a CA certificate, the certificate
CA certificate owner will be able to access your
information, such as passwords, messages,
or credit card details, from websites
VPN and app user certificate you visit or apps you use, even if that
information is encrypted.

Wi-Fi certificate Install anyway

* To install the saved certificate, please find the certificate you saved and
tap/select the certificate Ipsos Medialink (.crt) ~ if prompted, please tap
‘Done’.

{ Select item Q =

O A Ipsos MedialLink.crt
. 5 Jul 21:55 1.06 KB

Done

Confirm the completion of the
installation

All Set!

That's it, setup is complete. All you have to do is keep the
Ipsos MediaLink app running on your device and follow
any further notifications it may send to you.

* Tap ‘Done’

Thanks for your participation in the study.

DONE

The Ipsos MedialLink application is now installed and set up.
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Step #8
Disable Battery Optimisation

The Android software on your handset will look to save battery by stopping
background running apps like Ipsos MediaLink.

* To make sure you are eligible for your voucher, please carry out the instruction
below for your device.

Please check some of the settings on your device listed below or alternatively, search
your ‘Settings’ app for “battery* or “optimise”.

Settings’ > ‘Apps’ > ‘Ipsos MedialLink’

Settings’ > ‘Apps’ > Tap ’more options’/’advanced’ > Tap ‘Special
app/access’ > Tap ‘Optimise battery use’ > Select ‘not optimised’ and tap
‘All apps’ > Find an tap ‘Ipsos MedialLink’ > Tap ‘Don’t

o Tap ‘Settings’ > Find ‘Privacy protection’ > ‘Special permissions’ > ‘Battery
optimisation’ > Select ‘not optimised’ and tap ‘All apps’ > Find and tap ‘Ipsos
MedialLink’ > Tap ‘Don’t optimise’.

o ‘Settings’ > ‘Battery’ > ‘More battery settings’ > ‘Optimise battery use’ >
Find an tap ‘Ipsos MedialLink’ > Tap ‘Don’t optimise’.

10
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YOU’RE ALL SET

Ipsos Medialink for your Android smartphone is complete.

In the app: you should see a notification stating ‘Application is running’
Status Bar: 1 x VPN key and 1 x Ipsos MedialLink icon will be present

Notification Panel: 1 x Ipsos Medialink notification

Note: Visibility of the icons may vary depending on device model.

Displayed in the Ipsos MediaLink app

=  Ipsos MediaLink o i

O Ipsos MediaLink Status
Application is running

You can tap the ‘Upload’ button (top right corner in-app) to send data manually.

Notification Panel

Sat, Apr 10 =P %
¥\
N

Notifications

“4 \psos MediaLink + 15m

Ipsos MediaLink
Ipsos Medialink is running

11
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Device Restart Notification (Android 11+)

Tue, 10 May o
Device control Media output
© Continue study 15:44 v

Please tap to open Ipsos MedialLink

* Due to restrictions on Android, for devices running on Android 11 or higher,
when you restart your Android device you will be prompted to open the Ipsos
Medialink app in order for the app to start.

12
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Using the Ipsos MedialLink app is really simple!

All you need to do is ensure that the app is running in the background at all times,
and use your Android smartphone as you would normally.

You will know if the app is running because there will be a VPN key icon and

Ipsos MediaLink icon at the top of your screen, and one app notifications present
on the notification panel.

Thank you for installing and using the Ipsos MedialLink app!

If you have any questions, please don’t hesitate to get in touch with us

v

@ orowingup2020s@ipsos.com Q® 08001822137

Monday — Friday 10am — 6pm n

Ipsos



To uninstall

-

We will remind you how to uninstall the app at
the end of the project

1. Open ‘Settings’ and click ‘Apps’
2. Click ‘RealityMeter’

3. Click ‘Uninstall’
4. Confirm with ‘OK’ to remove RealityMeter

- [ Ene
APPS
' APP INFD
Alapps v .
Comections n._qd|||_.'.,-le|.=-|
Pl
PowerFoim
@
Sounds and vibration LIMIHSTALL FORCE 5TOF
Hac
Not
Miobile data
RealityMeter
Desplay et
Battery
P nder
d od foat
o —a - ATEA Starage
» B . e Samsung Checkout
Apps Samsung Cloud Memary
Wallpapers and themes msung 2o
Lock scroen and security Notificaticns
(m 3ams Experience H

Cloud and accounts PermisEians
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